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Abstract The functional separation of different system components has been used
to address some critical challenges in architecture design. One of the well known
approaches of physical separation of functional units is in client-server architectures. The server side of this separation is hidden inside the cloud infrastructure in
the case of an Internet scale system. This model is serving a wide range of applications running over the Internet providing storage, computing power, and redundant
services for reliability. However, in the new paradigm of the Internet-of-Things, the
traditional separation partly fails to meet the set of system requirements. Fog computing is introduced as an intermediate layer between the clients and the Cloud. It
brings computing, storage, management, and network services among others, closer
to the sensor/actuator nodes. This book discusses the features of Fog computing, its
advantages, internal details and present case studies to demonstrate it in real application scenarios. The focus of this chapter is to give an overview of Fog computing
at a higher level.

1 Introduction
The Internet-of-Things (IoT) is a self-configuring and adaptive network which connects real-world things to the Internet enabling them to communicate with other
connected objects leading to the realization of a new range of ubiquitous services
[1]. This definition of IoT is not comprehensive. There is a variety of definitions that
differ in details as reviewed in [1]. The term IoT originates to Massachusetts Insti*Behailu Negash, Pasi Liljeberg
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tute of Technology Auto-ID center when it was chosen by Kevin Ashton in 1999
[2]. However, the concept of connecting devices to the Internet to remotely monitor
their status has been introduced for the first time in 1982 by a group of students
at Carnegie Mellon University when they managed to connect a coke machine to
the Internet and remotely check its status [3]. Advancements in science and technology enabled making smaller, cheaper and faster computing devices capable of
sensing the environment, communicating and actuating remotely, which resulted to
the increased interest of applying the IoT to vast aspects of life, such as smart cities,
healthcare, and smart home. Some of these applications are discussed in details in
the last part of this book in the case study section focusing on the benefits of Fog
computing in the respective domains.
The IoT is already around us connecting wearable devices, smart cars and smart
home systems. It is expected that more than 50 billion devices will be connected
to the Internet by 2020 [4]. The introduction of such a huge number of connected
devices requires a scalable architecture to accommodate them without any degradation of the quality of service demanded by applications. In addition, the majority of
the devices that make up the Internet of Things are resource-constrained; resources,
such as computing power, energy, bandwidth and storage are scarce. These constraints limit the deployment scenarios of applications using such IoT devices. For
instance, it is infeasible to use a battery-powered sensor to directly connect to the
Internet and publish information regarding its surrounding for a long time or store
readings of a longer time in local memory. These constraints present a design challenge that is shaping the architecture of the IoT in many ways. Some of these IoT
challenges and coresponding efforts in each area are summarized in [5]. Many of
these challenges can be mitigated by extending the functions of Cloud computing
closer to the IoT devices. Fog computing [6], also known as edge computing, is such
an intermediate layer extending the Cloud layer.
Fog computing layer brings computing, network and storage services closer to
the end-nodes in IoT. Compared to Cloud computing, this computing layer is highly
distributed and introduces additional services to end-devices located in the perception layer [7]. This bridging layer is referred differently but with similar or small
variations in purpose. For example, edge computing [8, 9], micro-cloud [10] or
cloudlet[11] are some of the related terms. Regardless of the name, the concept of
introducing an intermediate computing layer in IoT is motivated by the similar set of
challenges. Moreover, the possible set of services that can be potentially integrated
in the Fog computing layer are vast. Some of these services are a scaled version
of the ones provided by cloud computing while most of these services emerged recently in response to IoT challenges. This chapter goes through the basics of the
requirements of IoT which motivate the benefits of Fog computing, and discusses
some features, organization, and functions of this layer. Subsequent chapters explain
these concepts in more details and give specific implementation scenarios and use
cases of Fog computing. To show the overall organization of the book, we briefly
discuss the contribution of each chapter in the end of this introductory chapter.
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2 Background and Motivation of Fog Computing
The architecture of the Internet-o-Things is an active research area. Architecture
plays a critical role in determining the success of a system. As such, there are several
efforts ranging from public projects to industrial standard associations and academic
institutions to set a working IoT architecture. Some of these efforts are presented in
[12]. Most of the architecture proposals are generic and model IoT regardless of the
specific application domain or implementation. The most notable project, Internet
of Things Architecture (IoT-A) [13] provides a generalization of IoT domain model
that serves as basis for a reference architecture. In the functional view of the model,
IoT-A identifies components of an IoT system; for instance, communication, security, management, and IoT services as the main elements. Another generalized component view of IoT systems is presented in [5] where Al-Fuqaha et al. discuss IoT
as a integration of identification, sensing, communication, computation, services
and semantics. These modular classifications of IoT is based on the functionality of
each unit. Some of these units can be located in a single device. However, an IoT
system is naturally a distributed system by definition. Hence, the components identified above are geographically distributed where the communication component is in
charge of connecting them. In the simplest form, two groups can be formed: the first
group contains identification and sensing while the second one hosts computation,
services and semantics (Similar separation can be also achieved in case of IoT-A
model). In an effort to find the best level of functional categorization and physical
separation, researchers have proposed different alternatives.
A straight forward way to make an IoT device visible through the Internet is to
provide it with an access to a Cloud server, such that it can upload data, receive notifications or commands. In such configuration, the client handles reading data from
the environment and most of the remaining functions run in the Cloud. This traditional client-server approach of organizing the different components of IoT is still
used by many vendors. There are also many variations of this architecture to separate certain logical components of the system into three or five layers [5] (Figure
1). These separations of concerns are mostly based on the functionality of the module. In the three layer architecture, the sensors appear in the lower perception layer.
Network layer, which is located on top of perception layer, connects the sensors to
the top most Application layer. The functionality of each layer is distinct in this approach. The sensors and actuators in the perception layer gather the data that will
be transported through the network to ultimately reach the application logic. Figure
1 show the different types of logical separation of IoT elements. Other alternatives
of this architecture proposal divide the layers into five. Some of this variations consider middleware and object abstraction as separate layers. These additional layers
help provide integration services and encapsulate the devices in the perception layer
respectively. Even though, implementing these layers of logically separated components as such provides modularity and ease of implementation, it fails to address
the requirements of the perception layer, such as low latency communication and
mobility.
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Fig. 1 IoT architecture proposals (3-layers and 5-layers) [5]

The perception layer or Sensor layer, shown in Figure 2, can be composed of millions of devices. The majority of these devices are very tiny in size, battery-powered,
have small memory and limited processing power. Such resource constraints necessitate novel design approaches to accommodate them. In addition, various wireless
communication protocols are widely used for networking such as Wi-Fi, Bluetooth
Low Energy, NFC, Zigbee, RFID, 6LoWPAN. Besides the foregoing network protocol variations, there are differences in application layer protocols even among
devices using same underlying network protocol. For instance, CoAP [14], MQTT
[15], DDS [16] and XMPP [17], are among the frequently used ones. Furthermore,
there are multiple data formats used by these protocols that are application domain
specific. The resource constraints mentioned above, the heterogeneity of protocols,
platforms, and data formats calls for the design of more efficient and IoT-friendly
architectures.
The design process of a concrete architecture for a system depends on the attributes of the specific application. However, based on the generic IoT challenges
and requirements highlighted above, it is possible to have a reasonable generic architecture design. Following on the logical separation of functional components that
resulted in three or five layers, we can map the logical components to physical computing layers. As mentioned earlier, in a client server approach, most of the components (shown in Figure 1) would run in the server located in a cloud. Unfortunately,
this approach does not address all the requirements discussed above. This initiated
the research for an alternative computing hierarchy that works well for IoT. Fog
computing is introduced as an intermediate layer between the perception layer and
the Cloud, giving more flexibility of choice for deploying the components of an IoT
system architecture. Figure 2 shows how Fog computing fits between the perception
layer or sensors and the Cloud layer. In the following sections, this layer is discussed
by giving more details on the internal organization and services provided.
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Fig. 2 High level overview of fog based IoT

3 Fog Computing Basics
The introduction of the IoT brings billions of devices to the Internet and the majority of these devices are resource-constrained. To overcome the challenges of these
devices and meet the requirements of the application domain, the demand for an
intermediate computing layer becomes evident. The concept of fog computing is
the latest descendant in the line of physical separation of functional units. It is a
computing layer closer to the perception layer, where the sensors and actuators reside, and provides computing, networking, and storage services. To accommodate
these services, and address the requirements of IoT systems, the Fog layer offers the
Characteristics discussed in the following.

3.1 Characteristics of the Fog layer
As an intermediate computing layer, the characteristics of the Fog layer are discussed in comparison to the perception and Cloud layers. In contrast to the Cloud
layer, the Fog layer is closer to the perception layer and this proximity provides
a range of advantages that characterise the layer. One of the immediate benefits
over the Cloud is its location-awareness. Such awareness comes due to the large
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scale geographical distribution of the devices that make up the Fog layer [6]. As
shown in Figure 2, each gateway in the Fog layer manages a subset of nodes in the
perception or sensor layer. This subset of resource constrained devices are located
close to each other and the managing gateway can easily locate each device. The
location-awareness of the Fog layer can be utilized to address multiple functional
and non-functional requirements of IoT applications, such as mobility and security.
Another closely related characteristics of the Fog layer is its large scale distribution
in contrast to the centralized Cloud layer. Centralization in this context is relative;
the Cloud layer is centralized as seen from the client side. Looking from the organization of the servers in the cloud, however, it is geographically distributed but not
at the scale expected from the Fog layer. For instance, Cloud service providers such
as Amazon have multiple data centers in different regions. The case of geographical
distribution in the Fog layer is different due to the small separation distance of the
gateways and its large deployment.
The combined benefits of location awareness and large scale geographic distribution support the mobility requirements of devices or “things” at the perception layer.
An overview of the services available to provide mobility is discussed in the following sections and its practical applications are presented in the later chapters. Moreover, the close-proximity of the Fog layer to the nodes provides real-time interaction
mode with the sensors and actuators in the perception layer. The geographical distribution of the Fog layer and subsequently the offered low communication latency
are among the critical features of fog layer. Some IoT application domains, such as
healthcare or automotive, are highly dependent on such feature. For instance, a case
study of edge-based ECG feature extraction is presented in [18].
The IoT in general is dominated by wireless networks. There are many wireless
protocols, mostly tailored for low-power operation, coverage or bandwidth. For instance, 6LoWPAN [19], Bluetooth Low Energy (BLE), NarrowBand IoT Protocol
(NB-IoT) [20], LoRa [21] and Sigfox [22] are some of these protocols. The majority
of these protocols connect sensor nodes to the Fog layer to get access to the Internet.
These protocols are usually incompatible with each other. To cope with this issue,
Fog layer provides an additional benefit of acting as an interoperability layer among
these heterogeneous protocols. There are several middleware proposals that utilize
this layer as a means to translate or adapt different network or application protocols
[23]. The gateways in the Fog layer can also perform lightweight analytics at the
edge to give feedback, command, and notification to the end-users as well as the
sensor nodes in real-time. In addition, the internal organization of the Fog itself can
be arranged in a federated or hierarchical way based on functional or location of the
connected devices.

3.2 Design and Organization of the Fog layer
Based on the characteristics of the Fog layer presented in the previous section and
the possible set of services highlighted in the following section, the Fog layer can
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be organized in an efficient way to address the requirements. This section is by no
means comprehensive and detailed enough for build a usable intermediate layer, but
instead gives an introductory information that will be dealt in more details in later
chapters. To begin with, consider a network gateway or a wireless hot-spot serving
clients in its vicinity. The role of such a gateway is to pass network packets to the
back-end infrastructure which is connected to the Internet. In a larger environment,
multiple access-points can be arranged to provide users with seamless connectivity
throughout the intended area. Considering the tons of devices that connect to the
Fog layer, this layer can be visualized as a network of gateways covering a larger
area. In addition to simply passing network packets, these networked smart gateways
can process the data or store it when necessary [18]. Figure 2 shows the Fog layer
where distributed smart gateways communicate with the Cloud, the sensor layer,
and among themselves. In the gateways of the Fog layer, the network interface is
a critical component to enable support for the various wireless network protocols
shown in Section 3.1.

4 Fog Computing Services
The characteristics of Fog computing layer has been highlighted in Section 3.1. We
mentioned that these characteristics can be leveraged to provide services that assist
the perception layer, such that the overall system requirements are met. This layer
takes advantage of its proximity to the sensor layer and provides services that are
extensions of the cloud layer and also unique ones that are feasible only at this layer.
This section gives an overview of a subset of possible services at the fog layer and
the related advantages that enable IoT. These services are organized into Compute,
Storage and Network services.

4.1 Computing services
The limitations of computing power of the devices in the perception layer has led to
the introduction of remote processing approaches. Processing at the Fog layer is not
only motivated by the constraint of processing power at sensor nodes, but also by
the desired location of computing to better meet system requirements and maintain
energy efficiency. Earlier Cloud-based processing can be brought down to the Fog
layer for localized processing and immediate response [24, 25]. In this regard, there
can be multiple configurations of sharing the computing load among the different
layers in the IoT-based system, and the processing requirements may vary based on
the actual work. For instance, considering a system which performs data processing
to learn a certain pattern, the workload can be distributed in such a way that localized
patterns can be identified in the Fog layer while the generalized patterns is only
available at the Cloud. This load sharing is discussed in detail in upcoming chapters.
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Beside data management, events can be handled at the Fog layer. The proximity of
this layer makes it an ideal candidate to handle events to react in real-time and
enhance the reliability of the system. Moreover, there are many middleware that
leverage the Fog layer to manage physical devices through abstraction, agent-based
management, and virtual machines. The following sections provide an introductory
overview of these computing services that can be realized at the Fog layer.

4.2 Storage Services
A huge amount of data can be generated by the sensor nodes and there are billions
of these sensor devices around. The storage available in the devices at the perception layer is not often sufficient to store even a one-day data considering the rate of
data generation. As discussed earlier, pushing all the data directly to the cloud is not
necessary in particular when there is irrelevance or redundancy in data. The wise
approach in such cases would be to filter and temporally store the data in the intermediate fog layer [26, 27]. Combined with the computing service, the stored data
can be filtered, analyzed, and compressed for efficient transmission or for learning
local information regarding the system behaviour. In cases where the communication may not be robust, the storage services help enhance the reliability of the
system by maintaining proper system behavior for client nodes. Sarkar et al.[28]
present such features of fog layer in their assessment of the fog computing for IoT.

4.3 Communication Services
The communication in the Internet-of-Things is dominated by wireless nodes. Due
to the resource constraints in the perception layer, these wireless protocols are optimized for low power operation, narrow-band transmission or longer range of coverage. Currently, a long list of alternative protocols are available in the market [29].
The Fog layer is located in a strategic place to organize these multitude of wireless
protocols and unify their communication to the Cloud layer. This helps in managing sub-networks of sensors and actuators providing security, channeling messages
among devices and enhancing the reliability of the system. In addition, this layer
can provide interoperability of disparate protocols by listing and interpreting the
representation format. Moreover, the Fog layer provides visibility of devices that
are non-IP-based to be accessible through the Internet [26].
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5 Summary and the Book Organization
This chapter presented a concise introduction of Fog computing in Internet-ofThings. It covered the driving reasons for the design of IoT systems reinforced with
the fog computing as an intermediate computing layer. In addition, a high level introduction of the internal structure and organization of the layer was discussed. As
a motivation to the demand for Fog computing, we showed the functional units of
an IoT system and distribution of these units through physical computing layers.
In doing so, however, IoT system requirements such as mobility and resource constraints of the perception layer demand a nearby layer. This layer, introduced as Fog
due to its proximity to the ground compared to the Cloud in its literal meaning,
provides connectivity, storage and processing for sensors and actuators. To achieve
these functions and scale, the Fog layer has modular organization and is geographically distributed. These provided services via Fog Computing are classified into
three main classes as compute, storage and network functions supporting the sensor
nodes.
The heterogeneous nature of the wireless network protocols, platforms and architectures in the perception layer of IoT makes it difficult to build an integrated
and reliable system. The Fog layer provides services that can be used to hide such
heterogeneity and provide a uniform access channel to the perception layer for users
through the Internet. These concepts are well examined with practical implementations and evaluation of certain aspects of their performance in upcoming chapters.
This book is organized in eight chapters to provide readers with a comprehensive
information about fog computing in the context of Internet-of-Things. Chapter 1 is
a preliminary overview of what fog computing is, its characteristics, and the possible set of services that can be hosted in this layer to meet system requirements of
IoT. In essence, it gives a general background that serves as foundation to understand subsequent chapters. Figure 3 shows the organization of the book in general.
This chapter gives wider but shallower conceptual basis that are enforced with two
chapters going into details of the internal structure of Fog computing focusing on
management. Chapter 2 and 3 give details on Fog based IoT scalability and resource
estimation of the Fog layer to accommodate the billions of additional Internet connected devices. The third part of the book contains three chapters that go further in
discussing some of the critical services needed at the Fog layer. Chapter 4, 5, and
6 focus on security and privacy of the Internet of Things as realized through the
Fog layer, learning and self-awareness of IoT systems through Fog computing, and
detailed data analytics in a smart city application.
The last part of the book has two chapters that discuss specific application scenarios of IoT systems and the advantage of Fog computing in those domains. Electrical grid control system implementation and healthcare are two application areas
explained with concrete application scenarios in Chapter 7 and 8, respectively.
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Fig. 3 Organization of the chapters
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